Entanglement is a fundamental resource for quantum information processing. In its pure form, it allows quantum teleportation [1] and sharing classical secrets [2]. Realistic quantum states are noisy and their usefulness is only partially understood. Bound entangled states are central to this question-they have no distillable entanglement [3], yet sometimes still have a private classical key [4, 5]. We present a new and unexpected construction of bound entangled states with private key based on classical probability distributions. This construction gives a remarkable and long-sought classical analogue of bound entanglement [6][7][8][9]. We also find states of smaller dimensions and higher key rates than previously known. Our construction has implications for classical cryptography: we show that existing protocols are insufficient for extracting private key from our distributions due to their "bound entangled" nature. We propose a simple extension of existing protocols that can extract key from them.
I. INTRODUCTION
A fundamental goal of cryptography is to establish secure communication between two parties, Alice and Bob, in the presence of an eavesdropper Eve. This can be achieved by allowing Alice and Bob to encrypt their communication using a key obtained from some initially shared resource-a joint probability distribution [10] [11] [12] or quantum state [2, 13] . However, this resource may not be useful in its original form-the shared key may not be perfectly random, private or identical for both parties. Thus, key distillation-the process of generating perfectly random, private and identical key from a given tripartite probability distribution P ABE shared among the three parties-and its quantum analogue, entanglement distillation, are problems of fundamental importance [11, 12, [14] [15] [16] [17] [18] .
Depending on the shared resource and the task at hand, the parties might want to distill a private classical key (say, for use in a one-time pad) or entanglement in the form of Einstein-Podolsky-Rosen (EPR) pairs (say, for teleportation). Private key is weaker than entanglement: it can be obtained by measuring EPR pairs [2] . Thus, one can distill private key from a quantum state by first distilling EPR pairs. However, this strategy is not optimal in general due to the existence of private bound entanglement-entangled states from which EPR pairs cannot be distilled, but nevertheless a private key can be obtained [4] . Understanding bound entanglement is one of the deepest problems in quantum information theory and the key to unraveling several mysteries of entanglement [19] [20] [21] [22] .
Is there a classical analogue of bound entanglement? Previous studies have sought such a connection in the secret key agreement venue, looking for classical distributions from which no secret key could be distilled [6] [7] [8] [9] . A particular classical distribution obtained by measuring a bound-entangled quantum state was considered in [6] . It was hoped that because the quantum state was bound, no key would be distillable from the classical distribution. This hope was tempered by the discovery of private bound entangled states, whose existence demonstrates a clear distinction between secrecy and bound entanglement [4, 5] . (1-3). The associated quantum state |ψABE is given by Eq. (4) and its reduced state ρAB is given by Eq. (5). The distillable entanglement from ρAB shared between Alice and Bob is at least as large as the optimal key rate that can be distilled from the probability distribution PABE using the standard protocols of public discussion, error correction and privacy amplification. The distillable key of the quantum state is an upper bound for the optimal key rate distillable from the classical distribution using the standard protocols together with noisy processing.
Below we provide a clean classical analogue of bound entanglement and private bound entanglement. It is based on an object that can be expressed as either a quantum state or a classical distribution. I.e., there is a one-to-one correspondence between a subset of tripartite pure quantum states |ψ ABE and tripartite classical probability distributions P ABE . We call these states/distributions unambiguous (see Table I ). We use this dual quantum/classical nature to establish several analogies between quantum and classical phenomena (see Table I ). from our quantum state using local operations and classical communication (LOCC) translates directly into the inability of classical parties to extract key from the associated distribution using the standard protocols of twoway public discussion, error correction, and privacy amplification. Similarly, the fact that quantum parties can still distill a secret key by LOCC has implications for the associated classical probability distributions. Indeed, key can be distilled from the classical distribution by augmenting the standard public discussion protocols with a noisy processing step. The fact that noisy processing is necessary in two-way distillation is new, and although it concerns purely classical cryptography our proof uses quantum techniques.
II. CONSTRUCTION
Our construction is based on tripartite probability distributions P ABE whose probabilities p(a, b, e) have a special combinatorial structure (see Fig. 1 ):
∀b, e |{a : p(a, b, e) = 0}| ≤ 1,
(1) ∀a, e |{b : p(a, b, e) = 0}| ≤ 1,
where |S| denotes the size of set S. We call such distributions unambiguous, since any two parties can uniquely determine the third party's variable. Such distributions have a convenient graphical representation (see Fig. 2 ), which together with P AB determines the full distribution P ABE (up to permutations on E). We identify P ABE with a tripartite pure state
where the states |a A , |b B , |e E are orthonormal bases for systems A, B, E respectively, and with a bipartite mixed state
on Alice and Bob whose purification is held by Eve. Such states have a special structure, since all eigenvectors of ρ AB have the same Schmidt basis. The partial transpose 1 (PT) of ρ AB is defined on the standard basis as
and extended by linearity. If ρ AB is PT-invariant (ρ Γ AB = ρ AB ) then it has positive partial transpose and thus no distillable entanglement [3] .
We now restrict to unambiguous distributions P ABE that yield PT-invariant states ρ AB (see Appendix B), and maximize the distillable key K(ρ AB ). While there is in general no simple formula for K(ρ AB ), Devetak and Winter [23] gave a lower bound
Here the right-hand side is evaluated on the state ρ XBE which results from |ψ ABE when Alice performs a measurement whose outcome is X. The resulting positive rate gives the private bound entanglement we sought. 
III. IMPLICATIONS FOR CLASSICAL KEY AGREEMENT
There are a number of techniques for classical key agreement. The most fundamental is a combination of error correction and privacy amplification (EC+PA), which achieves a rate of the mutual information 3 difference I(A; B) − I(A; E) [11] . Essentially all other protocols use EC+PA as a final step. For example, preceding EC+PA by a noisy processing step in which the distribution of A is modified, gives the optimal key rate for distillation with one-way discussion from Alice to Bob [12] . Similarly, Maurer considered public discussion protocols where Alice and Bob exchange the information about their variables in a two-way fashion [16] . Public discussion includes as special cases post-selection and reverse reconciliation, but does not include noisy processing. Maurer showed that two-way public discussion can be strictly stronger than one-way. But it has been assumed that in the two-way setting noisy processing gives no benefit.
By considering the classical unambiguous probability distributions associated with private bound entangled states, we find that in general public discussion alone is insufficient for optimal key extraction even in the twoway setting. Stronger still, while no key can be distilled from these distributions using public discussion, a positive rate is achieved by noisy processing and one-way discussion.
Our methods use the following observation (see Appendix C): any classical key-distillation protocol on the distribution P ABE can be boosted to a key-distillation protocol with the same rate on state ρ AB defined in Eq. (5). Similarly, any classical key distillation protocol on P ABE using only public discussion can be boosted to These messages are available to the eavesdropper as well as the recipient. In the final step, error correction and privacy amplification (EC+PA) are applied on the original variables and the messages. EC+PA is a one-way protocol and can be performed either from Alice to Bob or Bob to Alice. Before EC+PA, a local noisy processing step may be included. It corresponds to modifying one's random variables by applying a stochastic map. Without noisy processing, no key can be extracted from PT-invariant unambiguous distributions described in Sect. II. Allowing noisy processing at the last step is sufficient to obtain the most general randomized distillation protocol (see Appendix D). Indeed, such protocol can extract secret key from our distributions listed in Appendix A, and in particular the distribution in Fig. 2 .
a quantum protocol with the same rate but yielding pure entanglement. The examples we have given are bound entangled, so the distillable key by public discussion must be zero. Nevertheless, secure key can be extracted by LOCC. Because of the special form of our states, these protocols can be converted into classical protocols for distilling secure key from the associated unambiguous distribution using noisy local processing in addition to public communication. This analogy is summarized in Table I . We thus have found the desired classical analogues of bound entanglement and private bound entanglement.
IV. CONCLUSIONS
The standard construction of private bound entangled states involves two systems for each party [4, 5], a "key" system yielding private correlations upon measurement, and a "shield" system that weakens Eve's correlation with the key. Our construction is fundamentally different. It promotes an unambiguous classical probability distribution to a quantum state without employing the key/shield distinction. This gives an example in 3 × 3 dimensions, which is too small to accommodate key and shield subsystems. We also find an example in 4 × 4 with more key than that of [5] , and further examples in other dimensions.
While our finding that noisy processing is necessary for two-way key distillation concerns a purely classical question, reaching this conclusion appears to require a detour through quantum mechanics-we know of no classical proof of this result. This suggests an exciting possibility of using quantum means to solve other questions in classical cryptography and information theory.
Bound entangled states are not just a curious mathematical construction-their existence has been verified experimentally in several physical systems [24] [25] [26] [27] [28] [29] [30] [31] . The Smolin state was prepared using polarized photons [25, 26, 31] and later using trapped ions [27] . A pseudo-bound entangled state was created using nuclear magnetic resonance [28] . A continuous-variable bound entangled state of light was prepared by [29] . Finally, states with more distillable key than entanglement have been prepared [30, 31] , however they are not bound.
So far no experiment has demonstrated a private bound entangled state. The simplest known such state is given by our construction (see Fig. 2 ). It can be prepared by randomly sampling four pure entangled two-qutrit states (three of them have Schmidt-rank 2 and one has Schmidtrank 3). Furthermore, their amplitudes are real, so each individual state can be prepared by performing rotations around a single axis in the two-dimensional subspace spanned by |00 AB and |11 AB , and permuting the standard basis vectors of each qutrit.
Our work may facilitate an experimental demonstration of superactivation-a phenomenon wherein pairs of quantum channels, neither of which can transmit quantum information on its own, nevertheless have positive capacity when used together [20] . Channels with zero quantum capacity but positive private classical capacity are central to the phenomenon, and these can easily be constructed from our private bound entangled states. Indeed, our 3 × 3 state gives rise to a zero-capacity channel acting on a single qutrit that can be superactivated by a 50% erasure channel with 4-dimensional input, which is the smallest known example.
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We acknowledge Charles Bennett and Debbie Leung for commenting on an earlier version of this manuscript. This work was supported by DARPA QUEST program under contract number HR0011-09-C-0047. Lemma 2. Let P ABE be an unambiguous distribution, and suppose P AM,BM,EM can be generated from P ABE by public discussion where M is the public message. Then the probability distribution P AM,BM,EM is also unambiguous.
Proof. It suffices to consider only 1-round protocols, since the general case follows by induction. Without loss of generality, let the protocol consist of a message m sent from A to B according to some conditional distribution q(m|a). The probability distribution P AM,BM,EM is then given by p[(a, m), (b, m), (e, m)] = p(a, b, e)q(m|a). To check that P AM,BM,EM is unambiguous, we fix (b, m) and (e, m) (or equivalently b, e, m) and verify that
which is the first condition in Eq. (1). Similarly, we find the second two conditions are satisfied.
Lemma 3. If P AM,BM,EM can be generated by public discussion from P ABE , then the corresponding quantum state ρ AM,BM can be generated from ρ AB by LOCC.
Proof. We begin by proving the result for one-way protocols from Alice to Bob. Let Alice's message m be chosen according to conditional distribution q(m|a). Then the probabilities of P AM,BM,EM are given in terms of P ABE by p[(a, m), (b, m), (e, m)] = p(a, b, e)q(m|a). In the quantum case, ρ AM,BM can be obtained from ρ AB by having Alice perform a POVM with Kraus operators
and keeping a copy of m as well as sending it to both Bob and Eve. The multi-round result follows by repeatedly applying this observation.
Let us state some definitions that are necessary for the next lemma. The coherent information of a state ρ AB = Tr E |ψ ψ| ABE is given by I(A B) ρ AB := S(B) − S(E). The advantage of a tripartite distribution P ABE is given by A(P ABE ) := I(A; B) − I(A; E).
Lemma 4. Let P ABE be an unambiguous classical tripartite distribution. Then,
Proof. The advantage of P ABE is given by
Since P ABE is unambiguous, from Eq. (1), we know that for fixed a, conditional distributions on B and E are identical up to relabeling of the outputs. Thus, for a fixed a we have H(B|A = a) = H(E|A = a), which implies H(B|A) = H(E|A). This gives us
where the RHS is evaluated on the classical variables B and E distributed according to p(a, b, e). Now, note that
with the entropies evaluated on |ψ ψ| ABE . From Eqs. (3) and (2) applied to |ψ ABE , we find that 
so that the von Neumann entropies on the right-hand side of Eq. (C9) are identical to the Shannon entropies in Eq. (C8), which proves the result.
Theorem 5. Let P ABE be an unambiguous probability distribution. Then, the distillable entanglement of ρ AB is at least as big as the distillable key by public discussion of P ABE :
Proof. Suppose we can achieve a key rate R by using public discussion to distill from P ABE . Then, for every δ > 0 there is an n and a public discussion protocol with message history M yielding distribution P A n M,B n M,E n M that gives an advantage 1 n A(P A n M,B n M,E n M ) > R − δ. By Lemma 2 we know that P A n M,B n M,E n M is unambiguous, so that Lemma 3 implies that the corresponding quantum state ρ A n M,B n M can be generated from n copies of ρ AB by LOCC. Furthermore, Lemma 4 implies that the coherent information of ρ A n M,B n M is equal to A(P A n M,B n M,E n M ). Since the coherent information is an achievable rate of entanglement distillation, we thus find that the distillable entanglement of ρ AB is at least and can be made arbitrarily close to R.
The following lemma shows a relationship between the distillable key of an unambiguous probability distribution, and the key that can be distilled from its quantum version using a particular "classical" strategy.
Lemma 6. Let P ABE be an unambiguous probability distribution. Then,
Proof. Alice and Bob make local copies of the variables they have and then proceed with the classical protocol. The local copies ensure that Eve is dephased in the standard basis. The security of the classical protocol implies that Eve is ignorant of the key also in the quantum case.
